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Executive Summary 
CaminoSoft is dedicated to providing products that ensure high server availability. CaminoSoft 
SnapShotServer™ for NetWare is specifically designed to allow high-speed, on-line backups at any 
time without affecting network performance. With SnapShotServer it is easy to back up all files, 
including open files and live databases, an especially important feature for companies that can never 
shut down their operations. In addition, backups take place independent of the main server, eliminating 
the chance of downtime due to backup software failures. In combination with StandbyServer™ for 
NetWare, SnapShotServer provides the highest possible level of data integrity by delivering high data 
availability and more current, relevant backups. 

© 2003 CaminoSoft Corporation (portions copyright CaminoSoft Corporation). CaminoSoft and the 
CaminoSoft logo are trademarks of CaminoSoft Corporation. StandbyServer, SnapShotServer, 
OFFSite Archive, and all other trademarks and trade names referenced herein are the property of 
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Introduction 
In today’s world of ever-growing dependence on computers, a company’s most important asset is its data. The data 
generated over months and years of business activity is irreplaceable. All corporate IT professionals spend resources 
finding and implementing data protection schemes, from simple backup to full-featured fault tolerance and 
redundancy.  

There are costs associated with fault tolerance—usually in redundant hardware—that not every business can justify. 
Backup, however, is a necessity for all companies. Backup schemes are usually cost-effective to implement, and 
they provide the minimum level of data protection that every company should employ. 

Most IT managers treat backup as a “mandatory requirement,” but because of the difficulty involved in 
implementing a robust strategy, backup is often viewed as a “necessary evil.” In order to reduce the impact of 
running backups, the application must be run at off hours, when no one is around to oversee the process. A failure 
in this automated process can mean the loss of the network during the night when no one is around to fix it. In some 
organizations, there is not a long “idle” cycle each day for the network when backups can be run without user 
impact. More typically, either the company is a 24x7 operation or there is simply not enough time during off-hours 
to complete the entire backup. These organizations have challenges and difficulty achieving a high level of data 
protection. 

CaminoSoft’s SnapShotServer data capture system is designed to facilitate high-speed, on-line backups any time of 
day or night, without affecting network performance. Working with standard tape backup utilities (products from 
Computer Associates, Veritas, Legato, etc.), SnapShotServer was the first product to allow the backup of open files 
and live databases while maintaining complete server fault tolerance and concurrently allowing normal server 
access for clients. SnapShotServer sets a new standard in data integrity for NetWare customers. 

More and more organizations are implementing global information systems with databases that are accessed 
continuously. A standby machine running SnapShotServer ensures the integrity of the data while making the backup 
process quicker and easier. 

This paper will detail a new product option for IT personnel that allows the removal of the obstacles associated with 
network backup. 

Product Overview 
Downsizing is not just a buzzword but a reality for today's corporations. Computer network deployment has grown 
geometrically and these systems are now mission-critical elements for small and large organizations alike. Forrester 
Research in a recent study found that more than 70% of companies say they are in some phase of downsizing. The 
result is that server-based databases contain companies’ most important asset—information. 

The need for reliable data has become paramount, especially for truly continuous, live databases. These databases 
are typically accessed 7 days a week, 24 hours a day and are constantly being updated. The loss of a record or 
transaction means loss of time and money for the company, which can often affect the quality of the product or 
service to the customer.  

Backing up live databases is a challenge that requires special consideration for the network manager. When a 
database is live and a backup is being made, transaction integrity, network performance, database corruption and 
user satisfaction must all be primary concerns, not to mention application and backup software compatibility. 

SnapShotServer is a fully integrated backup enabling solution for live databases. This solution captures the state of 
an entire network volume (a snapshot), which is made available to the backup tool. This enables a backup with 
complete integrity to be maintained while still allowing applications to change the actual live database. 

With SnapShotServer, the database software has two copies of data: the real picture, the one continually being 
changed, and the virtual picture. The virtual copy is used by the network administrator to perform a complete tape 
backup of the data, exactly as it appeared at a point-in-time when the snapshot was taken, while simultaneously 
allowing modifications to the live database. This is very important because the tape backup process takes a 
significant amount of time to complete, and changes are being made to the data during this time. Modifying the data 
while the backup is in progress without SnapShotServer results in chronological inconsistencies. These 
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inconsistencies can potentially cause problems for the organization, including data corruption and inefficient 
network performance. 

Tape Backup – Problems and Concerns 
It is not enough just to back up all files on a live database. To maintain the integrity and usability of the database, 
the backup medium must represent a particular moment in time. The network administrator must be able to have a 
picture of the database at a specific time in order to restore all transactions in the event of a server failure. Without 
this ability, the accuracy and integrity of the database cannot be guaranteed. 

For example, a person goes on a trip and calls the airlines to make a reservation on flight #615 to Chicago. This 
transaction could be translated into the following database operation: 

1. The current number of seats available on flight #615 to Chicago is read from a database record. In this example, 
this is one of the first records of the database.  Let’s assume there’s one seat left on the flight. 

2. The traveler makes a reservation on the flight and takes that last seat. 

3. The reservation is written to the database’s passenger manifest table stored near the end of the database. 

4. The number of seats available is updated in the record in the beginning of the database which is now zero 
(traveler took the last seat). 

The backup process can “clash” with normal processing if they are “working on” the same files or databases at the 
same time or even approximately the same time. In the above-example transaction, let’s say the backup starts 
copying the reservation database at about the same time as the transaction is processing step 1. The backup copies 
the record that has 1 seat still available on the flight (it doesn’t get updated until later in step 4). Backups are 
typically slow as compared to database transactions, so it’s very likely that all of the other database records 
(passenger manifest, etc.) are updated before the backup can finish copying the database. Let’s say something 
happens to the server and the database has to be restored from the backup we just made. The next traveler queries 
the database to find out what seats are available and finds the same seat that the example traveler above already 
reserved (recall that the backup picked up the “available seats” record before it had been updated by the 
transaction). In this case, the flight is overbooked and two passengers are assigned to the same seat.  

This is a very simplistic example of a much more complex problem. Usually, these sorts of “clashes” will result in a 
backup of databases or files that are completely unusable because portions of these files are out of synchronization 
with the remainder of the files, thus compromising their “integrity”.   

The need is apparent. Companies must have the ability to take a picture of the database before starting the backup 
process in order to maintain the accuracy and usability (integrity) of the database. All network administrators would 
like to perform backup procedures during normal business hours. Live databases, in constant use, present a real 
problem for network administrators. When is the optimal time to make a tape backup? 

Organizations that can afford some downtime merely take the database off-line and back it up. But more and more 
companies are conducting business constantly such as airlines, hotels, banks, and hospitals, and cannot afford this 
luxury. 

Another tape backup method is to have a live mirror copy of the database, and, just prior to backup, detach the 
mirrored copy from the server and perform the backup on another system. After the backup is complete, the 
mirrored copies are resynchronized, which will entail a complete re-mirror. This is problematic because is involves 
numerous manual processes where the margin of error is much greater, and it leaves the system with only a single 
copy of current data during the backup procedure. Network backups are run at off-hours for two major reasons. 
First, there is a significant performance impact to the entire user community. When a main server is being backed 
up, all access to that server is dramatically slowed and the response time for users goes up; the backlog (or queue) 
of requests at the server increases, which further increases response time; and eventually the situation becomes 
unbearable. If the backup is run at off-hours, fewer users see the impact, and the server can usually handle the queue 
of requests in a reasonable amount of time. Second, and perhaps more important, files that are open when a backup 
is run do not get backed up. Backup utilities cannot access open files, as they are locked out by the operating 
system. Consequently, any open file, whether a simple spreadsheet file or an entire live database, remains 
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unprotected. Obviously, the way to protect the majority of the files is to run the backup when the majority of the 
files are closed—at off-hours. 

Running backup at off-hours, however, does not solve all of the problems. For example, many files are still open at 
off-hours, and these open files are the number one reason that backups are incomplete. Sometimes a user forgets to 
turn off his/her computer, leaving several files open. If the open files are part of a large database, often the entire 
database is unavailable for backup. In some global companies, there isn’t any single period that can be called “off-
hours,” and the critical databases relied on worldwide cannot be taken down for extended periods. The lag time to 
backup of this information can be infinite. And in many cases, the time needed to perform a full backup exceeds the 
available idle time. In this case, many companies run “incremental” backups that only backup the files that have 
changed since the last backup. This kind of activity often makes it very difficult to restore files or entire data sets, 
requiring swapping tapes in and out and laborious reconstruction of data captured on multiple tapes over several 
nights. Given this complex and time-consuming process, this method becomes an accident waiting to happen. Many 
IS specialists have worked diligently to assure full data protection, only to find that while the backups appeared to 
have completed successfully, the data could not be restored successfully. 

In addition, performing backups at off-hours adds the specter of letting complex processes run unattended on 
important servers, hoping nothing goes wrong that will down the network just prior to the heavy computing needs 
of the next business day. These backups require around-the-clock availability of skilled technicians that can get the 
network up instantly should there be a failure. No one relishes alerting and rousting the IS administrator out of bed 
to resolve problems that will become catastrophic if not fixed by start of the business day. 

The Solution 
Data protection is the most important activity of every IT department. Imagine the ideal solution for these problems. 
SnapShotServer does not make backup software or tape backups obsolete in any way—it simply provides IT 
personnel with a power tool that alleviates backup problems. 

Ideally, backups would be allowed to run at the convenience of the network administrator, not at the need of the 
backup process. It would keep the backup from negatively impacting the performance of any server or other 
hardware, the network itself, or, most importantly, the users. In fact, the users would have no idea at all that a 
backup was being run. Even if the backup process were to abort and bring down the server during the backup, no 
users would be affected. 

In addition, a backup would protect all files, regardless of type or status, including open files and live databases. It 
would do so in such a way that these files would be put into a known state for the backup, so that if a restore were 
needed, the administrator would be able to both recover good data and use existing tools to reconstruct any changes 
since the backup. 

Furthermore, the ideal backup would allow the use of any other network tools—even existing backup utilities. 
Many organizations have spent substantial resources in training technical people on specific backup utilities. The 
ideal backup tool would cooperate with these already-known backup techniques, so that re-training would not be 
required. 

SnapShotServer is the product that addresses these tape backup issues and concerns. SnapShotServer is a well-
designed product that meets important data availability and protection needs. 

How SnapShotServer Works 

The Backup Server 
SnapShotServer is not a backup application. It enables other backup applications to backup volumes of files 
currently in use by other users and applications without compromising the integrity of those files.   

Although SnapShotServer can be installed and used on any NetWare server directly, the best way to use 
SnapShotServer is to use it independently of the server being backed up. By implementing it on a server that 
contains a mirrored set of the source server’s volumes, SnapShotServer and the backup application can do their 
work with zero-impact on the production processing taking place on the source server. To fill this need, 



 

 6

SnapShotServer can run on a secondary server or standby machine. This secondary server does not have to be 
dedicated to just performing backups. It could double as a print server, a communications server, or provide any 
other network service. For the purpose of further discussion, it is assumed to be a dedicated server. 

Files are mirrored to the standby machine by another CaminoSoft product, StandbyServer™ for NetWare. 
CaminoSoft’s StandbyServer product mirrors any desired volumes from the main server to a secondary server. 
Write transactions are posted to both machines simultaneously, and the files at the secondary server are always up to 
date. SnapShotServer is an add-on software utility to StandbyServer and makes this mirrored data available to the 
backup utility, which runs on the standby machine. 

 

 

 

Snapshots are a combination of old data written 
to a buffer since the snapshot was taken and the 
current data on the volume. 

Any snapshot can be mounted as a NetWare 
volume, enabling tasks such as backups. 

 

 

Because the backup utility is running on its own server, an impact on processing or a crash during the backup 
process will not be felt by users as they are running on the main server, and their activity is not affected. In addition, 
files are sent between the primary server and the secondary machine via a dedicated high-speed communication 
link, so there is no increase in network traffic. Finally, as with standard mirroring, there is no negative performance 
hit from the mirroring process.  

 

When SnapshotServer runs in a single-server configuration, some system resources are used by the program, which 
can slightly degrade overall system performance; there is no protection provided against backup software crashes. 

       

Taking Snapshots 
 

In a many-to-one configuration using 
StandbyServer, centralized backups of all 
primary servers can be made from a snapshot 
taken on the standby machine. 
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Besides providing a separate processor for backups, SnapShotServer ensures that all files, including open files, are 
presented in a known state to the backup utility. This is accomplished by setting up a virtual volume for backup in 
which the files are stable and unchanging. The act of taking a “snapshot” of the data creates this new virtual volume 
and logically freezes the data on the virtual volume at the moment it is created. From that time forward until the 
snapshot volume is released, the data on the virtual volume appears to the backup utility as closed, unchanging files, 
all of which are available for backup. The backup utility simply operates as usual, backing up the data from the 
virtual snapshot volume. Since the files on the virtual snapshot volume do not appear to be open, the backup utility 
can access all of the files for backup. 

The freezing of the data also provides a very important benefit: Because the data is unchanging from the moment 
that the snapshot is taken, all files are in a set state, including any NOS or database transaction tracking information. 
This information is then backed up, along with the data, and can be used to reconstruct the data into a known good 
state. It is possible, however, for some data to be changing at the time a snapshot is taken for which there is no 
transaction-tracking tool. To aid with putting this type of file into a known state—making sure that the file is not 
half updated, for example—SnapShotServer allows the user to enable a delay in taking the snapshot while 
automatically searching for a lull period in write activity. In addition, SnapShotServer can work in conjunction with 
existing database agents and still improve the backup process. Since snapshots are instantaneous, the database can 
be put into the onerous backup mode for just a few seconds, just long enough to take a snapshot, and then allowed 
to function as normal. 

While SnapShotServer keeps the snapshot data from being altered while the backup is in process, it does not hamper 
StandbyServer’s ability to keep the mirrored disks in synchronization with the disks on the primary server. By using 
sophisticated buffer techniques (an additional drive is required on the secondary server beyond the drives needed for 
mirroring), the frozen data is prevented from changing until the snapshot is released. The mirrored disks are 
constantly updated, transaction by transaction, at the same time the primary disks are changed.  

These processes are sophisticated, but the end result is easy: The files in the backup are kept from changing from 
the moment the snapshot is taken, preserving its state exactly for reconstruction with standard tools. At the same 
time, there is no compromise to the fault tolerance provided by StandbyServer. If the primary were to fail during a 
backup, the secondary could automatically switch in as the primary, aborting the backup but giving instant server 
recovery. SnapShotServer can also be configured to finish a backup of the mirrored volumes after a primary server 
failure instead of automatically becoming the primary, if desired. This gives the ultimate in flexibility according to 
an organization’s needs. 

Benefits of using SnapShotServer with StandbyServer 
CaminoSoft's SnapShotServer not only assures data integrity, but it is also easy to use and efficient. The advantages 
include the following: 

• Backup is totally independent of the live database operation. All files are protected, even those that are open. 

• Does not affect database performance. 

• Does not require doubling the disk space during backup. 

• There is no posting operation. 

• Does not need to be updated with each revision of database software. 

• Decreases the chance of data corruption. Management data, directory services, binderies, etc., are protected and 
in a known, rebuildable state. Reconstruction is compatible with existing transaction tracking tools. 

• Computation burden is on the standby machine where more power is available. SnapShotServer runs on the 
standby machine without adding overhead to primary server. The tape backup process is isolated and does not 
affect users in any way. 

• Network administrators can perform backup procedures at their convenience. Backups may be performed at 
anytime of the day or night without affecting primary server or network performance. 

• Backups can’t crash the primary server, since the backup is run on the standby machine. 
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• The backup server doubles as a complete server, mirroring the fault tolerant server. 

• All files, including open files and live databases, may be backed up at any time. 

• Up to 32 overlapping snapshots may be maintained at 15-minute intervals. 

• Snapshots are mountable volumes. Through a CaminoSoft copying command, files may be copied from the 
volume or an entire volume may be restored. 

• Data is immediately available after failure. There are no tapes to restore or file-copy restorations to perform. 

• SnapShotServer is compatible with all major backup utilities and databases, and it can be used in conjunction 
with, or in place of, a database agent. 

• When using database agents, the time spent in backup mode is very short, increasing database performance. 

• Backup data is more current because backups can be performed more frequently. 

SnapShotServer for NetWare Implementations 
 

Single-Server Environment 
In a single-server environment, SnapShotServer is run on the primary server and the backup device can be 
connected to the server. An extra disk device will need to be added to the server to act as the snapshot buffer 
volume. The Snapshot buffer volume must be a traditional NetWare Volume.  

        

One-to-One Environments 
In a one-to-one environment, the standby machine is usually found in the same local area as the primary server it is 
protecting. The standby machine is being used for high-data availability and is also set up as a utility server so tape 
backups can be made without any affect on the primary server. Backups can be done from the standby machine’s 
console or from a workstation connected to the standby machine. CaminoSoft recommends the backups be done 
from the standby machine’s console so that the operation does not affect network bandwidth. 
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Many-to-One Environments 
This is identical to the one-to-one environment except that the standby machine with SnapShotServer loaded can 
make tape backup for any of the machines it is protecting. This is a great time saver. Backups can be scheduled and 
taken from a central location. Tape backups made at the standby machine are recommended rather than from a 
workstation. 

      

  

Wide Area Network Environments 
In a WAN setting, SnapShotServer is located on the standby machine, which is distantly located from the protected 
primary. This setting requires a low latency, high-speed connection for the WAN link. Snapshots are taken on the 
distant standby machine as described above. 

Offsite Archiving Environments 
Two configurations are available in support of CaminoSoft’s OFFSite Archive™ for NetWare environment: Source 
server to Target server; and StandbyServer to OSA Target server. 

In both OFFSite Archive environments, SnapShotServer functions the same as in the wide area network 
environment.  But a slow-speed network connection can be used.  The snapshots are taken and the backups are 
performed on the Target server, so the backup operation does not affect the primary server or the network. 

Product Installation 
SnapShotServer is installed at the same time as StandbyServer. The AUTOEXEC.NCF file is then edited to ensure 
that the SnapShotServer NLM is automatically loaded at boot up. A short and simple product validation process is 
needed if SnapShotServer is used in a single-server configuration. Validating SnapShotServer is not required if 
snapshot is used in conjunction with StandbyServer or OFFSite Archive.  

Product Requirements 
The storage volume (snapshot storage disk ) must be a traditional NetWare volume. An NSS volume cannot be used 
for snapshot storage at this time.  

SnapShotServer/StandbyServer Environment: If the primary server is running NetWare 4.2, the standby machine 
must be running NetWare Runtime 4.2. The same holds true for NetWare 5.x and NetWare 6. OS versions must 
match on all servers. 

SnapShotServer/StandbyServer Many-to-One Environment: The primary servers protected may be running 
NetWare 4.2, 5.x or NetWare 6. The standby machine must be loaded with the latest version of NetWare on any of 
the protected primary servers. 

For either environment, an extra disk drive (buffer drive necessary to run SnapShotServer) must be included in the 
secondary machine, above and beyond the disk storage needed for mirroring. 
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Tape Backup Strategies 
Numerous widely used database systems offer a way to put the database in "backup mode". With this method, all 
updates to the database, after starting the backup, are written to a separate file (change file), not to the main database 
file. This allows the network administrator to start the backup process and maintain the integrity of the information. 
The advantage is the users can still access the database, but the disadvantage is that they must first search the 
change file and then the main file to have all current records. This results in wasted time and effort for users and the 
organization. Switching into backup mode typically means slower operation for all users, as well. In general, users 
tend to complain whenever the database is put into backup mode. 

There are solutions that automatically switch into backup mode, deliver the database files and, after backup is 
complete, update the records using the change file and resume normal operation. However, the disadvantage is that 
each database solution uses a different way of converting to backup mode, so these solutions have to be continually 
updated with each database vendor and each new version or upgrade to avoid compatibility problems. 

SnapShotServer is a breakthrough product that addresses and solves these serious problems and limitations.  

 

Conclusion 
SnapShotServer is an ideal solution because it allows backup at any time of day without any performance impact 
and enables the protection of all files, whether closed or open. It is unique in its abilities to provide organizational 
control over the backup process and optimize the bandwidth of IT and network administrative professionals, while 
maintaining uninterrupted user access to system resources.  

Other CaminoSoft Products 
CaminoSoft offers a full line of storage management and high availability solutions.  

StandbyServer for NetWare provides local synchronous mirrored replication of mission-critical data with automatic 
server fail over to ensure continuous operation.   

OFFSite Archive for NetWare replicates mission-critical data asynchronously to a remote data vault server in 
another location for backup, disaster recovery and permanent archiving.  By utilizing asynchronous replication, 
slower links such as WANs and the Internet can be used to connect the source and target servers, allowing much 
greater distances between them. 

CaminoSoft also offers Hierarchical Storage Management (HSM) solutions for Novell and Windows server 
environments. 

For more information please contact an authorized CaminoSoft reseller or visit our website. 
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